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IPv6 state at UCLouvain
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• First talk on IPv6 with Belnet (2003)

• IPv4/IPv6 dual stack only on network infrastructure and network services 
(DNS, RADIUS, …)

• IPv4/IPv6 dual stack on eduroam (2010)

• Load balancers are not IPv6 compatible, so no IPv6 services.

• From time to time a (new) service is becoming available for IPv6.

• Some infrastructure services (CEPH) are IPv6-only !

• New load balancers are IPv6 compatible (2022),

• But Web Portal is still IPv4 only. Next web portal will be IPv6 …



Why do we need IPv6-only ?



Why do we need IPv6-only on Wi-Fi ?
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• Too much Wi-Fi clients ! (more than 22.000 concurrent Wi-Fi clients at peak
time)

• We can not give them IPv4/IPv6 dual stack adresses anymore.

• We had to give to some clients IPv4 NAT44 addresses (ouch … what a 
regression). 

• We want to get rid of NAT44 (solution of the past) and go to IPv6-only 
(future).

• So we tested some NAT64+DNS64 solutions.



NAT64+DNS64 tests



NAT64 + DNS64 infrastructure
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• Easy part : DNS64, it just work out of the box with ISC BIND.
% host www.uclouvain.be dns64

www.uclouvain.be is an alias for uclouvain.be.

UCLOUVAIN.be has address 130.104.6.136

UCLOUVAIN.be has IPv6 address 64:ff9b::8268:688

• NAT64 : Several products have been tested

• JOOL - https://www.jool.mx/en/run-nat64.html

• NFWare CGNAT - https://nfware.com/virtual-cgnat

• 6Wind vCGNAT - https://www.6wind.com/vrouter-vsr-solutions/virtual-cg-nat/

• Fortinet NAT64 - https://www.fortinet.com/search?q=nat64



NAT64+DNS64 results
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• 20+ network engineering 
students in a room working
on IPv6-only eduroam SSID

• Question is « what is working
on IPv6-only + DNS64/NAT64
network, and what is not 
working »

• Try to identify why it is not 
working
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NAT64+DNS64 tests conclusion
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• Same results as anywhere else : 

• some applications are fully working, 

• others are partially working and 

• others do not work at all on IPv6 + DNS64/NAT64.

• Conclusion : We can not put IPv6-only + DNS64/NAT64 in production to bypass 
IPv4 shortage. We need something else.



Next steps
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IPv6-mostly – step 1
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• RFC 8925 - IPv6-Only Preferred Option for DHCPv4



IPv6-mostly – step 2
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• RFC 8781 - Discovering PREF64 in Router Advertisements



IPv6-mostly
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• Can we deploy IPv6-mostly at UCLouvain ?

• At least two problems:

• RFC8781 (Discovering PREF64 in Router Advertisements) is not implemented on 
our routers.

• Support for RFC 8106 - IPv6 Router Advertisement Options for DNS 
Configuration is incomplete.
Implementation is only global(whatever VRF or VLANs), but we need RA DNS 
conf pointing to DNS64 on IPv6-only, and casual DNS for IPv4/IPv6 dual stack 
networks.

• We have to wait our two Product Enhancement Request (PER) achieve
production.



Conclusion



Conclusion
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• Tests show that IPv6-only with NAT64/DNS64 cannot go in production at 
UCLouvain. Some apps refuse to work.

• IPv6-only with NAT64/DNS64 is almost a complete solution. 

• Clients need CLAT implementation to be IPv6-only ready.

• IPv6-mostly is a promising path.

• But …



One more thing …
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Hey ! Look at my Mac !

It find itself it is on a 
IPv6-only network with
DNS64+NAT64.

So it launchs itself CLAT46 !

And now I can ping 
IPv4 litterals and use
my IPv4 applications.

Hope will come from our
clients ... 



Illustrations provenant de
Deploying IPv6-mostly access networks - APNIC 55 - Ondřej Caletka
https://www.ripe.net/about-us/press-centre/publications/presentations/2023/deploying-ipv6-mostly-access-networks-apnic-55/at_download/download


