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Questions of The Universe…
Are Aliens real? 

When will we go to IPv6?

…

What’s inside a black hole?
…
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(A pessimist)
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(An optimist)



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

(A network engineer)

It depends…
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The real answer is…no one knows

Let’s focus on what we know then…
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There are three areas of focus for IPv6 
adoption

Inside 
the VPC

Services 
(edge) layer

Internal 
network
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Internal 
layer (inside 

the VPC)
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AWS Region

VPC CIDR 10.1.0.0/16 + Expand + IPv6

Amazon Virtual 
Private Cloud 
(Amazon VPC)

Amazon Elastic 
Cloud Compute 
(Amazon EC2)

The internet

Amazon VPC

Availability Zone 2

Public subnet

Private subnetPrivate subnet

Public subnet

Instance B
10.1.1.22/24

Availability Zone 1

Instance A
10.1.0.11/24

Instance D
10.1.3.44/24

Instance C
10.1.2.33/24

Amazon S3 Amazon DynamoDB AWS Lambda Amazon SQS Amazon SNS AWS IoT Core

Amazon VPC networking
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Adding IPv6 to your VPC
AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

VPC Reachability 
Analyzer

Route tables

Network access
control list

Security groups

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

Instance A
10.0.0.4

2001:db8:1234:1a00::ec2

Instance B
10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2
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VPC routing
AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

Route tables

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

Instance A
10.0.0.4

2001:db8:1234:1a00::ec2

Instance B
10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local
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AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

Instance A
10.0.0.4

2001:db8:1234:1a00::ec2

Instance B
10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

VPC DNS
1. Private DNS

2. VPC DNS

3. Public DNS
.2

fd00:ec2::253
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon dual stack VPC

Availability Zone 1

AWS Region

IPv4-only subnet
10.0.0.0/24

Availability Zone 2

IPv4-only subnet
10.0.1.0/24

Dual-stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

Dual-stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::c

Instance A
10.0.0.4

Instance B
10.0.6.4

Instance D
10.0.3.4

2001:db8:1234:1a03::d

I P V 4 - O N L Y  A N D  D U A L  S T A C K  S U B N E T S
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Amazon dual-stack VPC

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

I P V 6 - O N L Y  S U B N E T S

IPv6-only subnet
2001:db8:1234:1a00::/64IPv4-only subnet

Dual-stack subnet

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

IPv6-only subnet
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Traffic flows inside the Amazon VPC
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

F L O W S

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::ec2

Amazon dual-stack VPC: IPv6 only subnets

?
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Public subnets internet connectivity



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

P U B L I C  S U B N E T S   

Amazon dual-stack VPC: Internet connectivity

Public IPv4-only subnet

Public dual-stack subnet

10.0.0.4

10.0.1.4

Public subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

2001:db8:1234:1a01::ec2

0.0.0.0/0 IGW
::/0 IGW

EIP: 10.0.0.4 <> 53.1.23.4
EIP: 10.0.1.4 <> 18.4.2.1

Internet



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

P U B L I C  I P V 6 - O N L Y  S U B N E T S

Public IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Public
IPv4-only 

subnet

Public 
dual-stack 

subnet

Amazon dual-stack VPC: Internet connectivity

Internet

?
Public subnet(s) route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
::/0 IGW

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6
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Private subnets internet connectivity
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv4-only subnet

Private dual-stack subnet

P R I V A T E  S U B N E T S

Amazon dual-stack VPC: Internet connectivity

10.0.0.4

10.0.1.4

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

2001:db8:1234:1a01::ec2

Internet

Public subnet

Public NAT
Gateway

Egress-only 
Internet 
Gateway

Private subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 NAT GW
::/0 EIGW

Public subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
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The EIGW does not allow internet 
connections to be opened to IPv6 resources in 

private subnets
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv6-only subnet
2001:db8:1234:1a00::/64

P R I V A T E  I P V 6 - O N L Y  S U B N E T S

Amazon dual-stack VPC: Internet connectivity

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

Internet

Egress-only 
Internet 
Gateway

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

I can only open 
connection to the 

IPv6 Internet 
endpoints

?

Private
IPv4-only 

subnet

Private 
dual-stack 

subnet

Private IPv6-only subnet route 
table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local::/0 EIGW
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There’s that flow
we haven’t talked about, yet…
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64IPv4-only subnet

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

10.0.0.4

Amazon dual-stack VPC: IPv6 to IPv4

?
IPv4

EIGW/IGW

?
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IPv6 to IPv4 and the beauty of NAT
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon VPC DNS

Route53 Resolver
.2

fd00:ec2::253
IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Q: Who is 
ipv4-only.example.com

A: 1.2.3.4

???

B E F O R E
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DNS64
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

What is DNS64?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

Edit subnet settings

Amazon Route 53 
Resolver

.2
fd00:ec2::253
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

What is DNS64?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Q: Who is 
ipv4-only.example.com

DNS64

A: 64:ff9b::1.2.3.4

Route 53 Resolver synthesizes an 
IPv6 address by adding 

64:ff9b::/96 to the IPv4 address!

Route 53 Resolver
.2

fd00:ec2::253
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Traffic from the IPv6-only instances to 
the synthesized IPv6 address needs to go 

through NAT64
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

How does NAT64 work?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

Source IP: 2001:db8:1234:1a00::ec2
Destination IP: 64:ff9b::1.2.3.4

Source IP: 10.0.1.20
Destination IP: 1.2.3.4

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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NAT64 is automatically available on your 
existing NAT gateways or on any new NAT 

gateways you create
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Amazon VPC
10.0.0.0/16 + 10.1.1.0/24 (private NAT GW)+ 2001:db8:1234:1a00::/56

NAT64 and DNS64
T R A F F I C  F L O W S

IPv6-only subnet

2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

IPv4-only

IGW/EIGW

Internet

Nice! What about VPC DNS?
VPN

DXG
W

On premises

VPC-B

AWS Direct 
Connect

VPC

Transit GW

VPC

On  premises

Intra- or 
Inter-
region

VPCVPC x5000

Transit V
IF On  premises

VP
N

VPC 
peering

VGW

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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Another throwback:

Remember ip-10-1-1-2.ec.internal?
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2 instance naming
I P V 4 - B A S E D  N A M I N G  ( I P B N )

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

.2

1. Private 
DNS

2. VPC DNS

3. Public DNS

Q: Who is 
ip-10-0-1-4.ec2.internal?

A: 10.0.1.4
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2 instance naming

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

2001:db8:1234:1a00::ec2

So, what is 
my name?
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.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming (RBN)

IPv4-only Subnet

Dual-stack Subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

IPv6-only subnets 
default to RBN

S E T T I N G S  F O R  E A C H  S U B N E T  T Y P E
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.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack Subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

Edit subnet settings

S E T T I N G S  F O R  E A C H  S U B N E T  T Y P E
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S E T T I N G S  F O R  E A C H  S U B N E T  T Y P E

.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

Edit subnet settings
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Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack Subnet

i-123456789abcdef03.ec2.internal

i-123456789abcdef02.ec2.internal

IPv6-only Subnet

i-123456789abcdef01.ec2.internal

Q: Who is 
i-xxxxxxxxxx.ec2.internal

A:  
A record (if any) 
AAAA record (if any)

.2
fd00:ec2::253

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56
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Services 
(edge) layer
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Starting from the dual-stack VPC
AWS Region

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1

IPv4-only subnet
10.0.0.0/24

Dual stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

Dual stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/64

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only subnet
2001:db8:1234:1a01::/64

IPv4-only subnet
10.0.1.0/24

Availability Zone 2
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Application Load Balancer (ALB)
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Application Load Balancer: Deployment

Availability Zone 1

ALB subnet

Availability Zone 2

ALB subnet

Target subnet Target subnet

ALB ENIs

… …

ALB ENIs

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets Targets
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Application Load Balancer: Dual-stack support

Public dual-stack 
subnet

Public dual-stack 
subnet

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

Targets
– IPV4 –

Targets
– IPV4 –

I N T E R N E T - F A C I N G  D U A L - S T A C K

IGW

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Private dual-stack 
subnet

Private dual-stack 
subnet

Application Load Balancer: Dual-stack support

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

Targets
– IPV4 –

Targets
– IPV4 –

I N T E R N A L  D U A L  S T A C K
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack subnet Dual-stack subnet

Application Load Balancer: End-to-end IPv6

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

Targets
- IPv6 -

Targets
- IPv6 -

I P V 6  T A R G E T S

IGW

Target subnets can be 
IPv6-only

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses
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Network Load Balancer (NLB)
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Deployment

NLB subnet NLB subnet

Target subnet Target subnet

NLB Hyperplane 
ENI

NLB Hyperplane 
ENI

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets Targets
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Dual-stack support

Public dual-stack NLB 
subnet

Public dual-stack NLB 
subnet

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

Targets
- IPv4 -

Targets
- IPv4 -

I N T E R N E T - F A C I N G  D U A L  S T A C K

IGW

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Dual-stack support

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

Targets
- IPv4 -

Targets
- IPv4 -

I N T E R N A L  D U A L  S T A C K

Private dual-stack 
NLB subnet

Private dual-stack 
NLB subnet

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack NLB 
subnet

Dual-stack NLB subnet

Network Load Balancer: End-to-end IPv6

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

Targets
- IPv6 -

Targets
- IPv6 -

I P V 6  T A R G E T S

IGW

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com
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For both ALB and NLB, IPv6 targets 
must be IP-type, in your VPC or in a 

peered VPC
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Internal 
network
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Dual stack VPC-to-VPC connectivity
V P C  P E E R I N G

VPC A: 10.1.0.0/16
2001:db8:1234:1a00::/56

Availability Zone 2

Availability Zone 1

VPC B: 10.2.0.0/16
2001:db8:1234:2b00::/56

VPC 
peering

VPC A route table VPC B route table

Subnet Subnet

Subnet

Availability Zone 2

Availability Zone 1

Subnet

SubnetSubnet

Subnet

Subnet

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
10.2.0.0/16 PCX-ID
2001:db8:1234:2b00::/56 PCX-ID

Destination Target
10.2.0.0/16 Local
2001:db8:1234:2b00::/56 Local
10.1.0.0/16 PCX-ID
2001:db8:1234:1a00::/56 PCX-ID
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TGW subnet

TGW subnet

A
Z1

A
Z2

TGW subnet

TGW subnet

Dual stack VPC-to-VPC connectivity at scale
A W S  T R A N S I T  G A T E W A Y

VPC A: 10.1.0.0/16
2001:db8:1234:1a00::/56

AWS Transit Gateway

A
Z1

VPC B: 10.2.0.0/16
2001:db8:1234:2b00::/56

TGW VPC 
attachments

ENI

ENI

ENI

ENI

Spoke VPC route table

Default TGW route table

IGW

EIGW

IGW

EIGW

AWS Transit Gateway

A
Z2

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:2b00::/56 TGW

Spoke VPC route table

Destination Target
10.2.0.0/16 Local
2001:db8:1234:2b00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:1a00::/56 TGW

Destination Target
10.1.0.0/16 TGW-ATT-ID-1
10.2.0.0/16 TGW-ATT-ID-2
2001:db8:1234:1a00::/56 TGW-ATT-ID-1
2001:db8:1234:2b00::/56 TGW-ATT-ID-2
Other regions CIDRs TGW-PEERING
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Putting everything together

Inside 
the VPC

Services 
(edge) layer

Internal 
network
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Dual-stack Amazon VPC: IPv6 native 

Availability Zone 1

AWS Region

IPv4-only subnet
10.0.0.0/24

Availability Zone 2

Dual-stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

Dual-stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/6
4

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only subnet
2001:db8:1234:1a01::/64

IPv4-only subnet
10.0.1.0/24

DNS64 DNS64
IPv6-only IPv6-only

NAT64

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NATGW

VPN

DXGW

On premises

VPC-B

AWS Direct 
Connect

VPC

Transit GW

VPC

On  premises

Intra or 
Inter 

region

VPCVPC x5000

Transit V
IF On  premises

VP
N

VPC
Peering

VGW

ALB NLB
IGW

EIGW

Internet
A F T E R

NAT64

.2
fd00:ec2::253

RBN RBN

0.0.0.0/0 NATGW/IGW
::/0 EIGW/IGW



Thank you!
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