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Why do we need IPv6?



Why IPv6?
ü IPv4’s are running out

ü IPv4 $ going up

ü More and more transfers

üNATs and CGNs are breaking applications

ü IPv6 is being used in production

ü Belgium >50% penetration in home

ü Google, Facebook, Amazon, Netflix, Azure…

üCleaner design

ü Easier troubleshooting

ü Lower OPEX

üNot easy to find remaining private IPv4 space in 

organization

üContainers overlapping IPv4 space

üMergers are messy

üVNFs: Mobile packet core, 5G…

ü IoT

ü…



RIPE NCC IPv4 Pool

https://www.ripe.net/manage-ips-and-asns/ipv4/ipv4-available-pool

https://www.ripe.net/manage-ips-and-asns/ipv4/ipv4-available-pool


A small word on NAT and CGN…
ü Network Address Translation and Carrier Grade Nat

ü Due to lack of IPs, we typically only have one public routable IPv4 at home

ü We are used to not having end to end connectivity

ü Many apps require “port-forwarding”, “NAT traversal”…

ü Breaks end to end principles

ü DoS prevention is harder

ü Geolocalisation is harder

https://en.wikipedia.org/wiki/Carrier-grade_NAT

https://en.wikipedia.org/wiki/Carrier-grade_NAT


IPv6 in Belgium

“Lechat copyright Philippe Geluck: https://geluck.com/”

https://geluck.com/


IPv6 status in March 2012



IPv6 status 18 August 2019

Source: https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption



IPv6 status today (15 April 2020)

Source: https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption



Belgium IPv6 evolution

https://www.akamai.com/uk/en/resources/our-thinking/state-of-the-internet-report/state-of-the-internet-ipv6-adoption-visualization.jsp

https://www.akamai.com/uk/en/resources/our-thinking/state-of-the-internet-report/state-of-the-internet-ipv6-adoption-visualization.jsp


IPv6 basics



IPv6 Basics

2001:0db8:ac10:fe01:0000:0000:0000:0000

https://en.wikipedia.org/wiki/IPv6_address

/64/48 /56

2001:0db8:ac10:fe01::

https://en.wikipedia.org/wiki/IPv6_address


IPv6 Examples
üRFC 5952 recommends to use the compressed format for IPv6 address textual 

representation: 2001:db8:a0b:12f0::1

ü Leading zeros MUST be suppressed.
üFor example, 2001:0db8::0001 is not acceptable and must be represented as 2001:db8::1

üThe use of the symbol "::" MUST be used to its maximum capability.
üFor example, 2001:db8:0:0:0:0:2:1 must be shortened to 2001:db8::2:1.

üThe symbol "::" MUST NOT be used to shorten just one 16-bit 0 field.
üFor example, the representation 2001:db8:0:1:1:1:1:1 is correct, but 2001:db8::1:1:1:1:1 is not correct.

üThe characters "a", "b", "c", "d", "e", and "f" in an IPv6 address MUST be represented in 
lowercase.

http://www.iana.org/go/rfc5952


Address types
Addresses Range Scope

Loopback ::1 Host

Link Local fe80::/10 Link

Unique local fc00::/7 Organisation, no Internet 
connection
Don’t do NAT66!

Global Unicast 2000::/3 Global

Multicast ff00::/8 Global

Documentation 2001:db8::/32 Documentation

www.ripe.net/ipv6-address-types

http://www.ripe.net/ipv6-address-types


Address scopes

Global

Link local

ULA



Configuring an IPv6 address

üManual configuration
üRouter advertisement (RA) only 
üDHCPv6 with ‘M’ flag in RA (Stateful DHCPv6)
üRA + DHCPv6 with ‘O’ flag (Stateless DHCPv6)



Address autoconfiguration

• SLAAC: Stateless Address AutoConfiguration
• SLAAC relies on NDP (Neighbour Discovery Protocol)

Subnet /64 from RA Self-generated

Router Sollicitation ff02::2

Router Advertisement
Prefix 2001:db8::/64

Duplication Address Detection (DAD)

Address active

Host generates link local address
from fe80::/10 Host generates address in that prefix



Neighbour Discovery

üReplaces ARP from IPv4
üUses ICMPv6 and Multicast
üRoles of ND:
• Address resolution
• Find neighbouring routers
• Track address changes
• Check neighbour reachability
• Duplicate Address Detection

2001:db8::/64

Any routers on the link? (RS)

I’m a router (RA)

Hello is this address in
use? (DAD)

Yes, I’m using with MAC xx:xx:…

Dest IP ff02::1:ff22:1111
Who has 2001:db8::ff22:1111

Yes, I’m using with MAC xx:xx:…



Solicited Node Multicast Address 

Who has 2001:db8::2222:1003

Dest IP ff02::1:ff22:1003
Src IP 2001:db8::2222:1001
Dest MAC 33:33:ff:22:10:03
Src MAC 00:1B:44:11:3A:B3

Yes, I’m using with MAC 00:1B:44:11:3A:B3

Dest IP 2001:db8::2222:1001
Src IP 2001:db8::2222:1003
Dest MAC 00:1B:44:11:3A:B3
Src MAC 00:1B:44:11:3A:B3

2001:db8::2222:1001
MAC 00:1B:44:11:3A:B3

2001:db8::2222:1002

2001:db8::2222:1003
MAC 00:1B:44:11:3A:B3

2001:db8::2222:1004

2001:db8::2222:1005



Example 1 of IPv6 enabled interface

- “Secured” address will not change for a specific network. Likely generated as described in RFC7217

- “Temporary” changes from time to time to protect your privacy



Example 2 of IPv6 enabled interface

- DHCPv6 exists as well. RA specifices if SLAAC is allowed and if DHCPv6 is available.



Other IPv6 differences with IPv4
ü No more in-network fragmentation. 

• Fragmentation is done by the host. 

• “Packet too big” ICMPv6 message

• Sender who gets this message tries with a smaller packet. Hint of size is in the error message. This is also called “Path MTU discovery”.

ü IPv6 has no broadcast. “All nodes” multicast group ff02::1

ü IPv6 has no ARP. It uses Neighbour Discovery with ICMPv6 and multicast.

• ARP wakes every node, ND wakes only a few nodes

ü Minimum MTU is 1280bytes

ü Multiple IPv6 addresses per interface

ü No more space optimised subnets! J



Security considerations

üUse RA guard to filter unauthorised RAs (RFC 6105)

ü IPv6 equivalent of IPv4 rogue DHCP server

üIPv6 is not inherently more secure than IPv4

üIPv6 has no NAT and is true to end-2-end paradigm. You are responsible for 

filtering.



DNS
üDNS works the same way, AAAA record for IPv6
üAAAA request can be done over IPv4 DNS Request
üA request can be done over IPv6 DNS Request



Happy Eyeballs (RFC8305)

AAAA Request

A Request
DNS

TCP SYN over IPv6

AAAA Response

A Response

Workload server

AAAA Request

A Request
DNS

TCP SYN over IPv6

A Response

AAAA Response

Workload serverSYN ACK IPv6

Resolution Delay 50ms

SYN ACK IPv6

RFC6555 (v1) by Andrew Yourtchenko (Cisco Belgium!)



Any questions?
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